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1
Decision/action requested

SA3 should approve the changes proposed
2
References

3
Rationale

SA2 has specified that the NF must authorize requests. To be able to do authorization there needs to be explicit authentication in at least one direction. For example, if an authorization token is used by a NF Consumer, the NF Consumer must be able to ensure that this authorization token is not sent to a malicious MITM.
We suggest that for any solution we choose, the NRF shall be able to aid the NF Consumer in authenticating the NF Provider. This makes sense as the NRF will either, in the case of the same PLMN, a direct way of authenticating the NF Provider, or in the case of separate PLMNs an indirect way of authenticating the NF Provider. The indirect way referred to is through the authenticated neighboring NRF.
If a solution that allows certificates and PKI is chosen by SA3 it is still useful to allow the NRF to aid the authentication if necessary.  The authentication could in that case also be based on trusted root certificates and certificate chains.
4
Detailed proposal

***** First Change *****
7.1.3.4.X
Authentication between Network Functions
For pre-configured discovery the NF Consumer is provisioned with credentials used to authenticate the NF Producer. In case of discovery through the NRF the NF Producer provides credentials for authentication of the NF Producer to the NRF. During discovery the NRF provides these credentials to the NF Consumer.
Editor’s Note: It is FFS what the details of what the credentials are and if there is need for the NF Producer to authenticate the NF Consumer. 
Editor’s Note: It is FFS whether the NRF can aid in provisioning of trusted certificates. 
***** End of Changes *****
